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1 Integrity Analysis

Theideais thewechooseasetof subjecttypesto belong
to a the trustedcomputing base(TCB) of the SELinux
example policy anddeterminewhether the integrity of
theseTCB subjecttypes is protectedby theSELinuxex-
amplepolicy. Thediscussionbelow is for theSELinux
example policy for 2.4.19.

As aninitial estimateof integrity protection,we usethe
Biba integrity policy. Thebasisof Biba integrity is that
highintegrity processesmaynotuse(e.g., read,execute)
low integrity data. Thus,high integrity processes(i.e.,
our TCB subjecttypes)maynot useintegrity data(i.e.,
datawrittenby othersubjecttypes).

Sincethis is a pretty restrictive policy, we expectcon-
flicts andhopeto find means to resolve them. Options
include: (1) excluding thesubjecttypefrom thesystem;
(2) exclude the object type from the system;(3) find
somemeansto believe that the low integrity datacan
besanitized;(4) assumethatconflictingassignmentsare
denied(denialstake precedence); (5) useaudit and/or
IDS to trackuseof low integrity dataandits effects;and
(6) change the SELinux policy specificationto remove
theconflict. Of course,adding theconflicting typeto the
TCB is alsoan option. We areinvestigating the effec-
tivenessof all options.

Onecontroversialoption is sanitization.LSM provides
hooks thatcouldbeusedfor sanitizationin somecases
(e.g.,socket read,file read,but not for mmappedfiles).
Also, weareinterestedin programanalysisof theuseof
low integrity databy high integrity programs.

2 ProposedTCB Subject Types

We proposean initial set of TCB subjecttypes. Sys-
temauthentication, initialization,andadministrationser-
vices compromisethe initial TCB shown in Figure 1.
Thegraphshows the transitionrelations betweensome
basicsubjecttypes. Sincethesecantransitionto many
othersubjecttypesor definedatausedby oneor moreof
theotherTCB typesthey areincluded.

Ratherthanthe moreextensive coreservicesproposed
ontheSELinuxmailinglist, wearetrying to find anear-
minimalTCB. However, analysisdictatesthatweaddto
theTCB. Otherservicesweaddedincludedpkg_t and
devfsd_t which people have indicatedshould not be
in theTCB.

3 Biba Conflicts

Table1 shows the integrity conflicts betweenthe TCB
subjecttypesandtheremainder of thesystem.Thecon-
flicts indicateasubjecttypeandwrite permission(under
objecttypeandop) that impactsanobject typeusedby
thetrustedtype.

Thelasttwo columnsindicatetheresolutionto thiscon-
flict. Classis anautomatedestimateof theleastcomplex
resolutionand resolutionis our bestguessat the time.
Thedicussiononthemailing list will causemeto refine
theseresolutions.

I shouldmake it clear that this tabledoesnot express
all Biba integrity conflicts,but rather, oneconflict per
permissionassignment. In this case,we collectonein-
stanceof awrite permissionto anobjectto whichahigh
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Figure1: SELinuxExample Policy’s typetransitionhierarchy for ourproposedTCB subjecttypes.

integrity processhasreadpermission. Also,weonlycol-
lectoneinstanceof auniquereadpermission.Therefore,
otherconflictsbetweensubjecttypes mayneedto bere-
solved,but thesearethesetof conflicting permissions.I
hopethatmadesense.

Also, a couple of permissions like
netif_type:netif and node_type:node
arenot listed.

4 Trusted Computing BaseSubjectTypes

In Table2, we expressourproposalfor a minimal TCB.
Basedon commentsfrom Stephen,Russell,andothers
this list couldbepruned further.

5 Excluded Subject Types

In Table3, thesetof subjectsthatmustbeexcludedin or-
derfor thissetof TCB subjectsto besupportedis listed.
This combination of trustedandexcluded subjectsde-
pends on thesanitizations andpolicy changesunder the
resolutioncolumnabove. Furtherinvestigationisneeded
to determine theexactchanges/sanitizations.



TrustedType ConflictType ObjectType& Op Class Resolution

devfsd t many file type:blk/chr/file change change
dpkg t tmpreapert tmp dpkg t:file all trust exclude
initrc t useraddt etc t:file write trust trust
initrc t gpm t psauxt:chr write exclude trust
initrc t hwclock t clock device t:chr/blk write trust trust
initrc t sound t, xdm t sounddevice t:chr write trust exclude
initrc t httpd admin xserver t framebuf device t:chr write change sanitize
initrc t many initrc t:fifo write exclude sanitize
kernel t slapdt, squid t, + *:* socket sendto sanitize sanitize
kernel t dhcpc t resolv conf t:file write trust trust
kernel t dhcpd t var run dhcpd t:file write trust trust
kernel t quotat file t:file quotaon trust trust
local login t many proc t:file write sanitize sanitize
local login t insmodt local login t:processsignal exclude exclude
local login t logrotatet local login t:processsignal trust trust
mount t automount t autofst:dir all exclude trust
mount t bootloader t, fsadmt fixed disk device t:* all trust trust
sysadmt usert misc device t:* all sanitize excludeobj
sysadmt many sysadmdevpts t/ptyfile:* all change change
sysadmt sysadm* t sysadmhomet:* write change change/sanitizeonefile
sysadmt sysadm* t sysadmtmp t:file exec exclude change
sysadmt sysadmirc t sysadmirc t:file all exclude change/sanitize
sysadmt sysadmxserver t sysadmxserver t:shmall exclude exclude
sysadmt sysadmxauth t sysadmhomexauth t:file all exclude exclude
sysadmt admin kernel t:systemavc toggle trust trust
sshdt many sshddevpts t/userpty:*all change change

Table1: Biba integrity conflictsof proposedTCB for SELinuxexample policy.

kernel t init t initrc t sysadmt getty t
mount t fsadmt load policy t dpkg t devfsd t
setfilest dhcpct dhcpdt automountt sshdt

sshdlogin t local login t quotat gpm t useraddt
hwclock t apt t install menut ipsecmgmt t admin passwdexec t

bootloader t logrotatet newrole t snmpdt passwdt
syslogdt checkpolicy t cardmgrt ldconfig t klogd t

Table2: Final trustedcomputingbasesubjecttypes.

insmodt rlogind t remotelogin t sysadmxserver t xdm t
sysadmxauth t soundt tmpreapert kmod t

lpd t xdm xserver t vmwareusert sendmailt procmail t
hotplug t traceroutet updatemodulest gatekeepert smbdt

Table3: Final excludedsubjecttypes.


